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Web Application Security Audit E-clearance Certificate

Cert-IN Empanelled

In Scope URL > https://nsiindia.gov.in
Production URL . https://www.nsiindia.gov.in
Scope of Audit : NSlindia Web Application

This is to certify that National Savings Institute, Department of Economic Affairs, Ministry of finance, Government of India web
application has been tested & audited by Cybertryzub InfoSec Private Limited. Cybertryzub InfoSec reviewed the fixes and was
observed to comply with security requirements as per Cert-IN (Indian Computer Emergency Response Team) guidelines.

CONCLUSION:
Web Application is free from OWASP Top 10 (any other known) vulnerabilities and is safe for hosting. Any unapproved changes to the web application will void the certificate.

Application SHA-256 Hash: e4c0f289651¢5984a1542895b070c50923858ff9137061891a4ab653c14b7fc7

HOSTING PERMISSION:
1. Site may be considered safe for hosting with Read and Script Execute permission only.

Note: The certificate is valid till no additional changes in the dynamic contents carried out or one year from the date of closure, whichever is earlier.

RECOMMENDATIONS:

I.  Web Server Audit certificate, web server and OS level hardening need to be in place for the production server before making the application live.
Il.  Website audit should be done at least once a year or when there is any change in the application.

ll. No new web pages are to be added without proper security audit.

IV. Server side issues should be taken care by hosting provider.

V. Secure Sockets Layer (SSL) should be implemented on the main hosting URL (including sub-folders).
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